VMwarez=& Rl ZiEZ %151t

x| & IE
13581900001

Confidential




BT RIRMAIN S ELHE ?

IT Business Continuity

Disaster
Recovery

High Data
Availability Protection

Confidential




IRFAZDREIDARY X Fll

* Disaster Recovery (DR) - ERELERH—BERERER,— iR
M=k & — 3T EZBUERITTEM ., — IR SN, ZER7R IS+
Mrzfe, BiRS . OSERIRE ERAPARMI, ARTO/RPOMMEEE : HA
/DP/SRM

* Disaster Avoidance (DA)- 7£ RS 4 Z BTN, HIRAITM
ARG LE N 55 i, IRIBRANIEZFEMARE, AR—KRIXRM, TFAFPLSE.O
SHIEZ1E/E, BERDAN AL vMotion

3 Confidential vmware




IR SHIQOSFRLIITIW SELIERE

TIER1: EHE MRS \ . HA |
N

TIER2: — ¥4 =R % \ \ DP
TIER3: MK FF L L RS DR

4 Confidential vmware




GBS LA SN R GBI KR AF

PIEHLIA R o R SN EE K RS
* R GUti B AV R AN R 5 A OR R 3
N T HRRIKE RN, — ARSI &5
IR B it

o T EARH LRI A e SE BRI T

REFUZRH T RGN EHE B PR

* R GUHEALANEE R R RE 7 2R IR
« R B

DRI RGN RISl ORI T B, S MR




RE SR AL T A TR IR A R 2

ERILEE 74 2 25t i i 2
o A RGBT » ARG
WA E, BIERS, N AEE o {5 R E0E B0 [FIRE B 7 VR AR
FERIRY R Gt
. %M*ﬂ%ﬁﬁ%ﬁéﬁ%ﬁ%ﬁiﬂ@ﬁ
Y

Virtual Machine

Physical Server




AR T ST




EidVMware HATH{R RS m T H
I VMware HA 8] Ll 77 (FHA L i AF 17] D 1 i BT HH £

VMware HA R4 2

v VMware HARR A& K A2 il 55 25 e
Ef\ﬂﬂ IR AR 55 2% T H 3h E )5 &
YA

B

XA BN S 1 sl b, O
HEARK

SEPLAEA/OS 2% 71 Bt Monitor
ANF B E LY

bU AR S8 B SEREAT B8 = AL 3
RIS B T4 P A




= Al 75 SR IE ¥

Bl 5589 SLAS.,
EEAR S5 AT E].
HEAPREARTEHA
HE

H/W
Protection

H/W + S/W
protection

Fastest failover N

"

Cost/
Complexity

VMware HA
LOW

VMware HA +
APP Aware HA

MEDIUM

Third-party




Hih B SSLAF LRSI AHi% 1T (400racle RACE)

OELS5.4
2-8vCPU
8-32GB

VMware ESXi

Swingbench

OEL5.4
2vCPU/8 GB

VMware ESXi

8

HRIA=S .

aEa LEES N EIRRERSS RS |
SR EEIRSS R R P BB K

FERYIERE

- ZERSNAESZEESRFMHE
IMEINEEEMEELUNBIR=
dfIREHE diskAIBIHRT | {3

%ﬂgﬁﬁi!’&&?& SREkIIERYTN




HAZ %5

I
- FREEER
« BESCINREE. Hypervisor. OS. N A 5 S Al 5

o] 7 -

- TR SEE. RGBTE. NRATFRERXEFMEL,
—BHASERLENIE RETERE




2fhE LM TFEEHREZ2 — . AR VMFSHYERESKR

NEEREL: —fE2zone HFE lun maskingF Y, LEEENAERE
FHHFHEEESES X ERM
18 3 #1 (L anWindows ) fFvmfs X R F & 1k

12 vmware




2 E RHMIFESME 22— XK B EE S

YIBEF L EHE, BN FERIE., S RSEELUNSE

APD: all path down, #£5.0 2B @ —fig =R ~E M storagefl < £ T &, 7
5.0 281, APDE1ERRE M hostd TG iEERE, veenterfl £V L FEFE,
viclientE £ %R, 5.02 Fviclienta] LUERE, (B2 FEEZEE

PDL: Permanent device lost, 5.0 B E— 8 R ~— Nun & £ fE,
esxiE Al MstoragelllzkF— 1 scsitFMER, SfREH1=R, veenterfi=
ilan

IN{RTRER 7

13 vmware




mRREMTHARZHRERE




VDPA &F{7HI%E

Vlrtual
|VMHVMHVM!M

VMware vSphere

vCenter and SSO vSphere Web Client




mRIFPHIZIERDSIRE

VDP Advanced

VDP ADV
VDPADV

Virtual e |
Appliance ‘

VM VM VM

VMware vSphere oy

EFESS

» IHFESHENR. BESD. £EF0. &
{pScheduleZs

" RAIFST 10N EESHIEMIREHNEE

= JEIIVSSIFMN FBHYSR{D : SQL ServerE

" RN RBIRIRE - FNVMEILABIRSS

= LAN FREE + SERVER LESSHYE 0

ER%R

" ARPHEREIRBIBRERIIRE | FIREBTELLS
EHMESR . BEASRIntEsE

= XYRTOEKASHISSIEEREEEK

= VSEEEETLKE RIS E— 1 BEE—FER

—/NEE]

Copyright © 2010 VMware, Inc. All rights reserved. This product is protected by U.S. and international copyright and intellectual property laws. VMware

16 products are covered by one or more patents listed at http://www.vmware.com/go/patents. VMware is a registered trademark or trademark of VMware, Inc. in vmwareo

the/United States and/or other jurisdictions. All other marks and names mentioned herein may be trademarks of their respective companies.



VDPA SE{REEAVMELE M

I
[

(«) Virtual Machine Images
Select this option if you want to backup virtual machine images.

Microsoft Applications
Select this option if you want to backup Microsoft Exchange and/or SQL Servers.

() Full Server
Select this option to backup entire Exchange and/or SQL Servers.

() Selected Databases
Select this option to backup selected databases from Exchange and/or SQL Servers.
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Create Backup Job - Image
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Create Backup Job - Image

() Daily
() Weekly performed every [ synday E ’

() The | last |~ || saturday | v | of every month
Monday .

Tuesday
Wednesday
Thursday
Friday

Saturday v
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(_) Forever
() for gg j’ | day(s) |~ I
() until |04/01/2013 |

() this Schedule:
Daily for: 60 2 | day(s) ‘ v |

4

Weekly for: | L{ week(s) | v

Monthly for: | g L{ month(s) |

Yearly for: | . :| | year(s) ‘ x |

Copyright © 2010 VMware, Inc. All rights reserved. This product is protected by U.S. and international copyright and intellectual property laws. VMware

20 products are covered by one or more patents listed at hitp://www.vmware.com/go/patents. VMware is a registered trademark or trademark of VMware, Inc. in vn‘ware®

the/United States and/or other jurisdictions. All other marks and names mentioned herein may be trademarks of their respective companies.




REEEA EHI

Set the restore options for each backup that you are restoring.

Client: db-server

Backup: 08/04/2012 08:01 PM

Restore to Original Location

New Name: db-server 8 4 2012

Destination: /Datacenters/Datacenter Site A/Cluster A

Datastore: | das2 (361.2 GiB free) |~ ]
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File Level Restore (FLR)

Mounted Backups (822) Name

v 5 ThuJan 3120:03:18 GMT-0500 2013 L Administrator

V&1 # [ administrator VMWARE
= .| SRecycle.Bin B Default

. PerfLogs

. Program Files -

| Program Files (x86) = Public

.| ProgramData

. Recovery

.| System Volume Informatior
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.| Windows |||

1_1 desktop.ini
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Failover
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Required at both protected
and recovery sites
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| vSphere Replication
e Part of vSphere platform

* Replicates virtual machines between
vSphere clusters

— Storage-Based Replication (39 party)
* Provided by replication vendor
* Integrated via replication adapters created,

certified and supported by replication vendor
3 3PAR  EM(C® FalconStor (ﬁ'a]® @ Hitachi Data Systems @
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FAEE EmNE FlE AR (SRA: Storage Replication Agent)

Array Managers Site & - FS

Name | Stetus I Summary | Array Pairs Permissions
- @ Recovery for pml-pod12-vc-b. ...
3 SteB-Fs - -
= @ N T Devices for Enabled Array Pairs
| &5 Site A -FS Devices are shown here for each enabled array pair. Click the Array Pairs tab to view and enable the discovered array pairs.
: 4
( Devices for Array Pair: TS04-FGW-01 - TS04-FGW-02 )
Array Manager: Site & - FS
Array: TS04-FGW-01
Peer Array Manager: Site B - Fs
Peer Array: TS04-FGW-02
Errors: MNone
Device | Direction + | Remote Device | Datastore | Protection Group
3 is_fow1_p12_250_... 3 TS04-FGW-01-is_fowl_p12... [is_fowl_p12_250_01_repl]  PG1 - App Collection X
0 is_fogw1 _p12_250_... ﬂ TS04-FGW-01-is_fgw1 _p12... [is_fogw1_p12_250_02_repl] PG 2 - App collection Y

SRAs show detailed storage specific data in the SRM GUI: ZFLUN




R FvSphere Replication — VM $ifE

Track replication status through either web client or SRM

vmware® vSphere Web Client #& &

- vSphere Replication [ Al [31 PML-POD12-VC-A.pml.local Actions v
[@ Sites Summary | Monitor l Manage
[2 sites 1|0

| Issues l Outgoing Replications I Incoming Replications
Sites
By PML-POD12-VC-A.pml.local > c

Virtual Machine Status Source Completed Duration Size

& VM-MultiDisk & OK [ PML-POD12-VC-Apm... 5/24/20127:21 AM 23 seconds 453 MB

vSphere Replication

Name ] Status
[ site A (Local)

v [ sies

I [Z tm-pod07-vrsb.tmsb.l...

| Source Site: Site A {Local)
Target Site: Site B

Manage VR

[B#] Move to... (£ Configure Replication... [’ Resume Replication ["E] Pause Replication (‘g Remove Replication

replication

Virtual Machine | Replication Status | Last Sync Complet.. ] Last Sync Duratio... | Last Sync Size | RPO

|G vTestwK1 L. 15% @) 04:00 .th ro u h S R M
(5 YTestwk2 L.o14% @ ) 04:00 g

(5 WTestwK3 Lot% () 04:00

Sites
1£4 Array Managers
[} ySphere Replication
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DREZARBIODAEIR : BRES

() Test-RP - App Z s |
— Test Confimation
Test ’ i j Running this plan in test mode will recover the VMs in a test environment on the recovery
: site.
Protected Site: Site Recovery fortm-pod07-vc01
‘ u Test i Recovery Site: Site Recovery fortm-pod07-vc02
Site Connection: Connected
Number of VMs: 2
— Storage Options
Specify whether to perform a storage synchronization step as part of the recovery plan. This process may take (
several minutes and is only available if the sites are connected.
IV Synchronize storage when plan runs J
Help < Back I Next > Cancel |
4|
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Protected Site \ 3 Test i Test ) Recovery Site

A

Replication — not impacted
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il RP - App Z TestInProgress | [ editPlan [fyExportSteps [BAddStep [GpEditStep [F Delete Step

& Add Non-Critical VM

View: |Test Steps ?

P 7.2.3. Wait for VMware Tools
® 8. Power On Priority 4 VMs

Recovery Step | Status | Step Started ] Step Completed '\
1. Synchronize Storage Success 4/28/2011 7:29:57 AM 4/28/2011 7:30:34 AM
@ 1.1. Protection Group PG - FS - Application Group Z Success 4/28/2011 7:29:57 AM 4/28/2011 7:30:34 AM
2.Restore hosts from standby 1
[l 3. Suspend Non-critical VMs at Recovery Site
v 8 4. Create Writeable Storage Snapshot Success 4/28/2011 7:30:34 AM 4/28/2011 7:31:17 AM e
@ 4.1. Protection Group PG - FS - Application Group Z Success 4/28/2011 7:30:34 AM 4/28/2011 7:31:17 AM
[ 5. Power On Priority 1VMs
& 6. Power On Priority 2 VMs
v v 7. Power On Priority 3 VMs Running 4/28/2011 7:31:17 AM 50% GEm__)
v @ 7.1. TestWK7 Running 4/28/2011 7:31:17 AM 66% . )
f 7.1.1. Configure Storage Success 4/28/2011 7:31:17 AM 4/28/2011 7:31:22 AM
f 7.1.2. Power On Success 4/28/2011 7:31:33 AM (
ﬂ 7.1.3. Wait for VMware Tools Running 0%
v @ 7.2. TestWk8 Running 35% Gm___) f
ﬁ 7.2.1. Configure Storage Success 4/28/2011 7:31:26 AM
&P 7.2.2. Povier On Running 6% ) 2

'\‘3 9. Power On Priority 5 VMs

L



BRREGSER Wi

M\ RP-All Acme Applicat.. Protection Grou...
[ RP-All App X

Test

Cleanup

Recovery

Reprotect Cancel

M RP-AppZ Test Complete ] _J Test Complete
Test Complete
The test has completed successfully. 1_'he virtual machines h_ave been recovered in a test environment at the recovery site. Review the plan history to view any errors or warnings. When you are done with the test, _AJ
press Cleanup to remove the test environment and reset this recovery plan to the ready state.
L4
[»editPlan  [GExportsteps [FLAddStep [FEditstep [F DeleteStep  (§jAdd Non-Critical VM e m
Recovery Step | Status | Step Started I Step Completed
1. Synchronize Storage Success 4/28/2011 7:29:57 AM 4/28/2011 7:30:34 AM
@ 1.1.Protection Group PG - FS - Application Group Z Success 4/28/2011 7:29:57 AM 4/28/2011 7:30:34 AM
2.Restore hosts from standby
00 3. Suspend Non-critical VMs at Recovery Site
v 4, Create Writeable Storage Snapshot Success 4/28/2011 7:30:34 AM 4/28/2011 7:31:17 AM
0 4.1. Protection Group PG - FS - Application Group Z Success 4/28/2011 7:30:34 AM 4/28/2011 7:31:17 AM
"55 5. Power On Priority 1 VMs
& 6. Power On Priority 2 VMs
v v 7. Power On Priority 3 VMs Success 4/28/2011 7:31:17 AM 4/28/2011 7:34:06 AM
v & 7.1 Testwk7 Success 4/28/2011 7:31:17 AM 4/28/2011 7:34:06 AM
} 7.1.1. Configure Storage Success 4/28/2011 7:31:17 AM 4/28/2011 7:31:22 AM
P 7.1.2. Power On Success 4/28/2011 7:31:30 AM 4/28/2011 7:31:33 AM
é’ 7.1.3. Wait for VMware Tools Success 4/28/2011 7:31:33 AM 4/28/2011 7:34:06 AM
v @ 7.2 Testwks Success 4/28/2011 7:31:17 AM 4/28/2011 7:33:36 AM
&9 7.2.1. Configure Storage Success 4/28/2011 7:31:17 AM 4/28/2011 7:31:26 AM
f 7.2.2. Power On Success 4/28/2011 7:31:35 AM 4/28/2011 7:31:38 AM
| f 7.2.3. Wait for VMware Tools Success 4/28/2011 7:31:38 AM 4/28/2011 7:33:36 AM
¢ Managers ' 8. Power On Priority 4 VMs

:Based Replication

zction Groups

o s

'\t" 9. Power On Priority 5 VMs

Y I  TNIIW R T N ST Y Y i WP J

VM'’s are ready to be
used now




B Test Recovery

a Cleanup ’ Cleanup !
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Disaster Recovery : A=

|Jv_T,J Recovery -RP-App Y

I ——

— Recovery Confirmation
e Running this plan in recovery mode will attempt to shut down the YMs at the protected site and
@ recover the YMs at the recovery site.
_ Will shutdown
| Protected Site: Recovery for protected VM,S, and
; Fi.ecovery Sitfa: Recovery for than sync hronize
i Site Connection: Connected them IF it can!
E Number of Y/Ms: 3
[V | understand that this process will permanently alter the virtual machines and
i infrastructure of both the protected and recovery datacenters.
£
i
i
[ Recovery Type
" Planned Migration
g Synchronize storage and cancel recovery if errors are encountered. (Sites .
0 must be connected and storage replication must be available.) Will NOT StOp on
\
g (¢ Disaster Recovery errors and let you
Attempt to synchronize storage but otherwise use the most recent storage fix them!
v synchronization data. Continue recovery even if errors are encountered.
Help | < Back Next > Cancel |
V.

-

A AP0 | SN TRt I A A AN 0 0 At N e T AN
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IP #illt BE X

(%) VM Recovery Properties - ATestWK2 (23w 3
Property | i Changes to these properties will apply to this VM in all recovery plans.
IP Settings - NIC 1 10.1.0.3
Priority Group Priority Group 1 (will be st... —IP Settings
VM Dependencies 1
Startup Action S IV customize IP settings during recovery
Pre-power On Steps None Protected Site: Site A (Local)
Post PowerOn Steps None Recovery Site: Site B
Property | Protected Site Recovery Site
IP Address 10.1.03 y
DHCP Yes No
Subnet Mask 255.2565.255.0
Default Gateway 10.1.0.253 5
Alternate Gateway
DHCP for DNS Yes No
Preferred DNS Server 10.1.10.1
Alternate DNS Server
DNS Suffixes
WINS Server
WINS Server
Configure Protection... | Configure Recovery... | 3
Gl

3
Help | OK I Cancel | =




VMAY % BT

R
fit

j ¥M Recovery Properties - TestWK1

Property Summary l — Priority Group
IP Settings - NIC 1
Priority Group Priority Group 3 | Select a priority group for this ¥M,
M Dependencies OK

" Priority Group 1 {will be started first)
Startup Action Power On

Pre-power On Steps  None " Priority Group 2 S R M h as 5 p ri o ri ty

Post Power On Steps MNone IS Priority Group 3 I I
" Priority Group 4 eve s

" Priority Group 5 (will be started last)

All virtual machines within a priority group will be started before proceeding to the next
priority group. The startup order of virtual machines within a priority group may be
controled by adding ¥M dependencies.

Within a priority
group all virtual

machines will start
simultaneously

Help I | OK I Cancel |
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- Test Recovery
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Figure 5. vSphere replication trending experiments: scaling with virtual machines
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/ A ik VKB i A ™
al rver We:ievr’ver Jav:ver aaEase rver Dev I Dev I Dev I
xchange Apache PHP 5;;;;8 r::: .:: [ N N ] Tes t Tes t Tes t
Resource Pool Resource Pool
PN | e | EN | N | 7, |
Local Availability Disaster Recovery
* vSphere High Availability . vCenter Site Recovery Manager
* vSphere Fault Tolerance
* VMotion
Data Protection

- vSphere Data Protection
k » vStorage APIs for Data Protection / \ /
» Application and OS independent
* Focus on simplicity, cost-efficiency




HBER A : VMware Metro Storage Cluster #iEHILDIELE

© AEmw L wE

EXEDRIHHA/DRS - LI EEERE D TESAE R B SR 37 (Disaster Avoidance)
. F|FEVMware HA, DRS - = A AR INE AR EEE (e.g. vMotion, DRS)

Affinity SEEESEIRVM/E L « BRIEDR LD IEARERTRAMSSKIRIAE

B3

- RESTRRSHGER
. RER—1ZEM%

______________________________________________________________

» —vCenter SR — Eve—

i /oRS SR

& ; '
C IR i — — |
© e g __________________________ g ______________ - p AT
- KAFAFEHIERLH
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m Z—EMEY R’

Site A

vmware
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vSphere Metro Storage Cluster f1i<fEEvMotion

@l Virtual Center ﬁ’;‘&?}% I:Fl 'L\ESX|I*IL EE - E
> vCenterg I
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“Uniform Access” Stretched Storage Model
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“Non-Uniform Access” Stretched Storage Model
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